Abstract-The advance of technology often requires the emergence of complementary technologies, of which the transition from IPv4 to IPv6 presents a significant example. The move of protocol has focussed attention on the level of performance for associated technologies. Among the many Internet applications, in contemporary digital communications, VoIP stands apart in importance. This paper presents a performance analysis of VoIP using IPv4 and IPv6. Using OPNET to simulate the protocols and to investigate areas of performance weakness.
I. INTRODUCTION
The need to introduce IPv6 has forced the computing world to scrutinize the new version of IP. Extensive research that relates to the transition from IPv4 to IPv6 has explored the behaviour of applications that use IPv6 [1, 2, 3, 4] . While the transition from IPv4 to IPv6 is inevitable, the accommodation of the existing concept of 'Internet' and its associated applications must work in the new environment [1] . The replacement of IPv4 by IPv6 is inevitable and thus to is the suitability of applications for IPv6. This presents the need to study the performance of applications in IPv6 that are currently running on IPv4 [5] . The significance of the study is twofold: it will help to determine the suitability of an existing application to be implemented under IPv6, and the degree of improvements required for an application to be compatible with IPv6 based communication networks. Given the significance of Voice over Internet Protocol (VoIP) [6, 7] , it is important to consider the suitability of deployment of VoIP in IPv6 based networks [2, 8] .
This paper takes a comparative approach to study the level of performance of VoIPv6 and VoIPv4. Under a simulated environment, Quality of Service (QoS) parameters are observed for VoIPv4 and VoIPv6 to establish the suitability and readiness of VoIP for IPv6 and the level at which VoIP be shows an impact from the transition.
The study presents an exploration of the performance trade-offs between IPv4 and IPv6. The paper is organized as follows: section 2 presents related work and defines the technologies. Section 3 outlines the OPNET simulation environment, network topology and configuration used in the study. OPNET is used as the simulation tool to carry out the test. The topology is then configured to form two scenarios: VoIPv4 and VoIPv6. Performance parameters are selected and used to compare the protocols. Section 4 presents the result of the simulation. In section 5, the collected statistics from the simulation are analysed to discover comparative performance trends between VoIPv4 and VoIPv6.The paper concludes with Section 6 which entails a critical analysis of the study, addressing significance of outcomes of the study as well as the possible limitations of the research carried out.
II. RELATED WORKS
Some studies claim that any single performance result cannot is not reliable for the determination of IP based network performance, that is there are a number of factors applicable to IPv4 and thus to VoIPv6 [9] . For example, audio codecs play an important role in the application of VoIP and so the performance of audio codecs and the level of coupling (high or low) have an impact on total quality and user experience [10] .
Since some researchers doubt that IPv6 will deliver expected improvements over IPv4 [22] as the transition from IPv4 to IPVv6 occurs, performance of IPv6 based networks needs to be monitored. Nevertheless, IPv6 provides improved efficiency over IPv4 and therefore better QoS experiences [11] . The nature of VoIP in real time streaming means there is very little compromise on QoS and performance where VoIP is dependent upon a number of factors, ranging from protocols used, to type of network and medium used for the deployment of VoIP [10, 12] . In addition, the underlying algorithm to process speech (or audio) in VoIP has a profound effect on QoS [13] .
While some researchers suggest that VoIPv6 may have better performance for VoIP, performance fluctuations cannot be ignored. Additionally, the sophistication of the network infrastructure contributes to the overall quality of IPv6 based voice network deployment [2] . Packet delay variation and end-to-end packet delay has a profound effect on VoIP QoS [6] which makes it crucial to observe these parameters for IPv4 and IPv6, for example Mean Opinion Score (MOS) and jitter [14, 15, 16, 7] . Security is also important [17] , in relation to security features available for IP4 and IPv6. Security features are richer for IPv6 than IPv4 and this provides greater credibility for the protocol plus flexibility, lower maintenance overheads and extendibility [18, 19] .
However, while IPv6 gives greater flexibility and assurance for security if deployed and configured correctly [20] , the difference with IPv4 is not significant because both protocols are network layer based and are vulnerable to similar types of attack [19] . Studies show that IPv6 based VoIP deployment can deliver no less quality than IPv4 based VoIP deployment [21] .
III. SIMULATION AND TEST
The study is a simulation where OPNET is used as the simulation tool. Two network scenarios are developed with exactly same configuration and elements except for the IP address. One of the scenarios has been configured with IPv4 and the other with IPv6. Fig. 1 shows the network topology used in the study. Two remote networks are connected through a public network infrastructure or cloud where the caller and called reside in remote networks. The inclusion of the cloud reflects a real life network and how the network will span geographically dispersed public network infrastructures. A SIP (Session Initiation Protocol) proxy server is used as the source of the signalling protocol. The major technical configuration for both the scenarios (IPv4 and IPv6 based) is summarized in table 1. Figure 2 illustrates that full mesh traffic flows between all nodes has been configured for VoIP traffic with 1000 calls per hour. 
IV. RESULTS
The results are derived from statistics about certain performance and QoS related parameters that have been carefully selected. Governing factors that directly and significantly relate to the performance of VoIP networks are traffic delay, traffic dropped, jitter, MOS, packet delay variation and End-to-End packet delay [12, 14, 16] . Figure 3 shows the trends of background IP traffic delay for VoIPv4 and VoIPv6 and the former has significantly higher background IP traffic delay. IP traffic drop is higher for IPv4, as illustrated in Figure 4 , and gradually increases as time progresses from the point of network convergence.
The results from the simulation are combined to make it easier to compare outcomes for both the scenarios, VoIPv4 and VoIPv6. For any given parameter observed and statistics collected, the resultant trend is observed by means of graph for both VoIPv4 and VoIPv6 scenarios, as apparent from the illustrations of results obtained.
Jitter is one of the most important parameters to determine performance and QoS. Jitter for VoIPv4 and VoIPv6 are illustrated in Figure 5 . Jitter is an undesirable phenomenon with respect to quality and performance. The study shows the jitter for VoIPv6 is close to zero or very insignificant while for VoIPv4, consistently demonstrates jitter and random fluctuations that increase in frequency gradually. 
V. ANALYSIS OF RESULTS
The scale for MOS is defined with a scale of 1 to 5 where 1 is the least efficient and 5 the most efficient performance indicator for a communication network [16] . The MOS values observed for the study are shown in Figure 6 and illustrates consistency in MOS values for VoIPv6 of around 3.7. As time progresses in a live communication scenario with on-going communication instances or voice calls for VoIP networks, the IPv4 based deployment gradually decreases MOS values from 3.7 to 1.6 ( Figure 6 ).
VoIPv4 displays higher packet delay with significant increases in variation (Figure 7 ) while VoIPv6 shows no performance issues. Conceptually similar characteristics are shown in Figure 8 for End-to-End packet delay variation. Note how the results between Figures 7 and 8 are similar. Table 2 and table 3 summarize the findings obtained from the simulation. They represent QoS and delay parameters. 
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The results demonstrate that the consistency of QoS and subsequent performance are robust for VoIPv6. However, performance levels for VoIPv4 are inconsistent and that provides a significant issue for real time streaming communication applications, like VoIP or video conferencing. IPv6 based VoIP deployment performs better when taking MOS and jitter into account. For all other factors, the gradual deterioration in performance in IPv4, and thus affecting the QoS for VoIP, is undesirable. Based on these, the study indicates a higher total user experience with VoIPv6. With a very low rate of dropped traffic and insignificant experience of jitter, IPv6 is suitable for VoIP deployment. Therefore, VoIPv6 provides higher QoS than VoIPv4.
The impact of delay for real time applications like VoIP makes serious consideration of the outcome of delay related parameters important. For VoIPv4, the gradually increasing delay observed for all the parameters a potential indicator of gradual performance deterioration and lower quality of experience for users. The comparatively lower delay in VoIPv6 suggests better performance and total user experience.
VI. CONCLUSIONS AND FUTURE DEVELOPMENT
We conclude that the transition from IPv4 to IPv6 will present significant improvements for VoIP because VoIPv6 is more efficient than VoIPv4. However, the context of an IP based communication network extends beyond the scope of the study.
The study is based on a network scenario with VoIP traffic only. In reality, an IP based network entails different kinds of traffic where VoIP, HTTP, FTP and UDP also exist. As a result, testing the efficiency of VoIP does not take into account other factors that may have an effect on the results. Therefore the study would be improved if a number of studies that contributed to the level and degree of efficiency of VoIPv4 and VoIPv6 were included.
When a study is done in a simulated environment, the efficiency of a simulation tool may be an issue because the output is directly related to the efficiency of the simulation tool and its ability to estimate and predict. OPNET is recognised as accurate in academia and industry [6] , ensuring the integrity and robustness of the results obtained in the study presented in this paper. Ideally, the outcome of a simulation ought to be verified by comparing and contrasting the outcome with other similar studies. Thus the study should be considered along with other similar studies.
The study is based on specific signalling protocols and queuing mechanisms. The performance of VoIPv4 and VoIPv6 may vary if factors like signalling protocol, queuing mechanism and audio codec also vary. As a result, further study needs to address these variables. It should also be noted that the values obtained from the parameters are based on standard values. Alternative network scenarios with different configurations need to be tested, for example using H.323 or other recently developed audio codecs as a signalling protocol. The Opus audio codec is being considered as the most suitable codec for next generation IP based voice communications [23] .
As part of the future study, due to the significance of various queuing mechanisms on the performance of applications like VoIP [24, 25] , testing VoIP with different queuing mechanisms should be considered. The efficiency of a queuing algorithm might significantly affect the overall performance of VoIP applications. Thus, different queuing mechanisms that are to be tested for VoIP network scenarios need to be prioritized [26] .
The study and analysis make it evident that further study in determining the performance for VoIP is required for both VoIPv4 and VoIPv6. While it is not possible to outline a concrete set of parameters for best performance for VoIPv4 or VoIPv6, a number of studies 
